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Selection of serving network element in telecommunications 

NETWORK 

BACKGROUND OF THE INVENTION 

[0001] The invention relates to selection of the serving network 
5 element in telecommunications systems, and particularly to advertising of mo- 
bile IP mobility agents or routers. 

[0002] Mobility of employees has clearly increased during the past 
few years, and this trend is not expected to change. Attachment of a mobile 
node to the IP network involves, however, several problems. One solution to 

10 this problem is the mobile IP protocol defined by the mobile IP task force of 
the IETF (Internet Engineering Task Force). Figure 1 illustrates a telecommu- 
nications system which supports the mobile IP protocol. The mobile IP refers 
to a mechanism for providing a mobile node user with telecommunications 
features using an IP address. It allows mobile nodes MN to change their 

15 Internet access point without changing their IP address. Thus the mobile IP 
facilitates traffic between the mobile node MN and a corresponding host CH, 
which communicates with the mobile node, through the home address of the 
mobile node MN. 

[0003] In this application the term 'mobile node' MN refers to a host 

20 which wants to use the home network HN address when it is connected to a 
network other than the home network HN. This can be performed using e.g. 
telephone connections, ISDN connections, local network LAN connections 
(Local Area Network) or cellular connections, etc. The 'home network' HN may 
be a virtual IP network to which the user of the mobile node MN logically be- 

25 longs. Its physical embodiment may be e.g. a local area network (LAN) which 
is connected to the Internet via a router. The 'home address' refers to an ad- 
dress assigned to the mobile node MN for rather a long period. It may remain 
unchanged regardless of where the mobile node MN connects to the Internet. 
A 'home agent' HA is a mobile IP mobility agent. The home agent is a routing 

30 entity which is located in the home network HN of the mobile node MN, trans- 
mits packets by tunnelling them for transmission to the mobile node MN when 
this is not in the home network HN, and maintains the current location infor- 
mation of the mobile node MN. Tunnelling means establishment of a virtual 
link, i.e. a tunnel TN, between nodes. 

35 [0004] If the mobile node MN, when switched on or due to a trans- 



fer, notices that it is in a visited network VN, it can register with the home 
agent HA via another mobility agent, i.e. a foreign agent FA, and the mobile IP 
function can be activated. The foreign agent FA refers to a routing entity which 
is located in the visited network VN of the mobile node MN and offers routing 
services to the mobile node MN when it is registered, thus allowing the mobile 
node MN to use the address of its home network HN. The foreign agent FA 
transmits packets to the mobile node MN that have been tunnelled by its home 
agent HA. The foreign agent FA may also function as the default router of 
registered mobile nodes MN for the packets transmitted by the mobile node 
MN. 

[0005] In the mobile IP protocol, a care-of address (COA) is defined 
as the end point of the tunnel for packets which are addressed to the mobile 
node MN in the visited network VN. The foreign agents FA may transmit ad- 
vertising messages of mobile agents which include the COA to mobile nodes 
MN on their own initiative or at the request of the MN. One foreign agent can 
prpduce more than one COA in its advertising messages. The mobile node 
MN typically registers the COA received from the advertising message of the 
foreign agent FA in its home agent HA by sending a registration request. The 
home agent HA responds with a registration reply and maintains mobility 
binding for the mobile node MN. 'Mobility binding' means association of the 
home address with the COA, including the remaining lifetime of this associa- 
tion. The mobile node MN may have several COAs at the same time. 

[0006] Depending on the IP network, a network may comprise sev- 
eral foreign agents which transmit advertising messages to mobile nodes MN. 
Thus the mobile node may receive advertising messages from several foreign 
agents. Furthermore, various foreign agents FA may have very different at- 
tributes, which may also vary dynamically according to the load situation, for 
example. The foreign agent and the COA to be used are typically selected by 
choosing the foreign agent FA that has sent the message received first, and 
thus selection of the foreign agent is by no means optimal. 

BRIEF DESCRIPTION OF THE INVENTION 

[0007] An object of the invention is to provide a totally new method 
of utilizing advertising messages transmitted by mobility agents or routers in 
telecommunications systems. The objects of the invention are achieved with 
methods, a router, a network element of a telecommunications system, a mo- 



bile node and an advertising message which are characterized by what is dis- 
closed in the independent claims. The preferred embodiments of the invention 
are disclosed in the dependent claims. 

[0008] The invention is based on transmitting information on the 
5 attributes of one or more network elements of the telecommunications system 
in advertising messages from mobility agents and/or routers to mobile nodes. 
An advertising message is a message which is typically broadcast in a sub- 
network and by means of which a network element informs other network de- 
vices of its existence. Thus the information the mobility agents or routers have 

10 or the information they have obtained from elsewhere can be transmitted to a 
mobile node, which can utilize the information when selecting the serving net- 
work element. In that case the network element to be used, such as the mobil- 
ity agent, access point or router, can be selected optimally. 

[0009] According to a preferred embodiment of the invention, the 

15 information on the attributes of network elements is included advertising mes- 
sages, which contain care of addresses and are transmitted periodically by 
mobility agents and/or at the request of a mobile node. This preferred em- 
bodiment allows easy utilization of advertising messages that would be trans- 
mitted in any case, but the number of messages to be transmitted does not 

20 increase. 

[0010] According to another preferred embodiment of the invention, 
the information to be transmitted includes information on the attributes of the 
foreign agent. On the basis of the information received from the foreign agents 
the mobile node can compare the attributes of different foreign agents. The 

25 mobile node may select as the serving foreign agent the foreign agent that 
according to its attributes can best take care of the communication needs of 
the mobile node. Furthermore, the mobile node may send a registration re- 
quest to the selected foreign agent. This allows the mobile node to select the 
most suitable foreign agent from among several foreign agents on the basis of 

30 the selected criteria. Consequently, the load can also be balanced between 
different foreign agents. 

[0011] According to a further preferred embodiment of the inven- 
tion, the information transmitted by the router includes attribute information on 
the router. In that case the mobile node can select the router to be used opti- 

35 maliy on the basis of the above-mentioned information. This is particularly ad- 



vantageous in a system according to the Ipv6 protocol which supports the mo- 
bile IP and in which no foreign agents are needed to implement the mobile IP. 

[0012] According to some other preferred embodiments of the in- 
vention, the telecommunications system is wireless and comprises access 
points which offer a wireless connection to at least one mobile node. The net- 
work element attributes transmitted to the mobile node comprise at least one 
of the following: 

[0013] loads of different access points (based e.g. on the number of 

users) 

[0014] information on the least loaded access points 
[0015] information on the recommended access point 
[0016] other quality of service parameters of the access points. 
[0017] The mobile node can utilize this information and any other 
criteria available, such as radio channel measurements, and select as the 
serving network element the access point that can best offer a wireless con- 
nection. This way the resources of a wireless telecommunications system can 
be utilized more efficiently. This applies particularly to systems in which the 
mobile node makes a decision on handover only on the basis of radio signals 
measured by it. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] The invention will be described in greater detail by means of 
preferred embodiments with reference to the attached drawings, in which 

[0019] Figure 1 illustrates a telecommunications system which can 
utilize the mobile IP; 

[0020] Figure 2a illustrates a highly simplified structure of a net- 
work element which comprises a router or a mobility agent; 

[0021] Figure 2b illustrates a highly simplified structure of a mobile 

node; 

[0022] Figure 3 illustrates selection of a foreign agent and estab- 
lishment of mobility binding according to a preferred embodiment; 
[0023] Figure 4 illustrates a WLAN system; 

[0024] Figure 5 illustrates selection of an access point according to 
a preferred embodiment; and 

[0025] Figure 6 illustrates an advertising message transmitted by a 
mobility agent according to a preferred embodiment. 



DETAILED DESCRIPTION OF THE INVENTION 

[0026] The invention can be applied in any telecommunications 
system comprising network elements which send advertising messages, e.g. 
in the telecommunication system shown in Figure 1. 
5 [0027] Various techniques of establishing wireless or fixed connec- 

tions can be used for establishing connections to a mobile node MN. A con- 
nection can be established utilizing e.g. telephone connections, ISDN con- 
nection, local area network (LAN) connections or cellular connections. 

[0028] The mobile node MN may comprise a functionality for estab- 

10 lishing a connection to a wireless local area network WLAN, for instance. It is 
possible to establish a fixed connection from the access points of the wireless 
local area network to other elements of the network (HN, VN) and further to 
the Internet. The MN can also be a mobile station which supports e.g. the 
second-generation GSM system and/or the third-generation UMTS system 

15 (Universal Mobile Telecommunication System). The visited network VN and 
the home network HN may be e.g. networks which comprise the GPRS packet 
radio service (General Packet Radio Service). In that case the HA and FA 
agents are preferably located in GGSN support nodes (GPRS Gateway Sup- 
port Node). Figure 1 also illustrates routers R. 

20 [0029] According to a preferred embodiment, information on the attributes 
of the network elements of the system in question is transmitted from the mo- 
bility agents HA, FA. The functionality of the IP mobility agent according to the 
preferred embodiment can be implemented in any network element. It may be 
a separate node, integrated into the access point of a wireless network or in- 

25 eluded in a router or in a device which implements a virtual private network 
VPN. As shown in Figure 2a, the network element that implements the mobility 
agent HA, FA comprises processing means PMA, data transmission means 
CMA and memory MEA for collecting information on the network element at- 
tributes and for sending the information to one or more mobile nodes MN in 

30 advertising messages. As illustrated in Figure 2b, the mobile node MN com- 
prises processing means PMMN, memory MEMN and data transmission 
means CMMN. Using the processing means PMMN, the mobile node MN can 
compare the information transmitted by the mobility agents and received by 
the data transmission means CMMN, and select the serving network element 

35 on the basis of the- comparison. The processing means PMA, PMMN are pref- 
erably implemented as software which is run in a processor. The processing 



means PMA, PMMN can also be implemented as control logic or as a hard- 
ware solution, e.g. with ASIC circuits (Application Specific Integrated Circuit). 
[0030] In the example system of Figure 1 the foreign agents FA can 
transmit information on their attributes or on the attributes of other network 
5 elements of the visited network VN. The home agents HA can also transmit 
information on the network element attributes, preferably on the attributes of 
other network elements of the home network HN. In that case the mobility 
agents HA, FA can be utilized efficiently for transmitting various kind of infor- 
mation to the mobile node MN. In the visited network VN, in particular, infor- 

10 mation by means of which the MN can select the most suitable foreign agent, 
for example, can be transmitted to a visiting mobile node. The information on 
the system attributes is preferably included in advertising messages of the 
mobility agents which the mobility agents would transmit in any case. 
[0031] According to a preferred embodiment, the attribute information 

15 comprises information on the attributes of the foreign agent FA that has sent 
the information. The following foreign agent attributes, for example, can be 
transmitted: 

[0032] current delay of the connection offered by the foreign agent 
[0033] average delay of the connection offered by the foreign agent 
20 [0034] jitter of the connection offered by the foreign agent 
[0035] number of users served by the foreign agent 

[0036] throughput of the foreign agent and other possible quality of service 
parameters 

[0037] load of the foreign agent (per a load class if different quality of 
25 service classes are in use) 

[0038] proportional load of the foreign agent compared to the other foreign 
agents of the system. 

[0039] The foreign agent FA may support quality of service reservation 
meachanisms (e.g. Resource Reservation Protocol RSVP or Differentiated 
30 Services), in which case different quality of service classes can be examined 
separately. For example, information on the load of the foreign agent can be 
transmitted in view of the short-delay service class intended for real-time ap- 
plications. 

[0040] Some of the attributes may be invariable, in which case they may 
35 be stored in the memory of the network element that comprises a foreign 
agent FA (e.g. the maximum transmission capacity of the foreign agent). If 



information on the dynamic network element attributes is to be included, in- 
formation is collected on the foreign agent FA attributes, i.e. on the current 
attributes of the network element that includes the foreign agent. 
[0041] According to a preferred embodiment, the information transmitted 
by the mobility agents HA, FA comprises information on the attributes of other 
network elements. This information may consist of information on any attrib- 
utes which the mobile node MN can utilize in the selection of the serving net- 
work element in the visited network VN or in the home network HN. In that 
case the mobility agent HA, FA typically collects information on the other net- 
work elements of the system. There is a data transmission connection be- 
tween the mobility agent HA, FA and the network element concerned, and the 
network element is arranged to transmit its attribute information to the mobility 
agent either automatically or at the request of the mobility agent. Information 
can also be collected in a concentrated manner by a server which collects in- 
formation on network elements and updates the information to be transmitted 
from the mobility agents e.g. by means of an SNMP protocol (Simple Network 
Management Protocol). 

[0042] The attribute information on the other network elements may con- 
tain information e.g. on the attributes of the different access points of the net- 
work VN to allow the MN to select the most suitable access point. This is par- 
ticularly advantageous in a wireless telecommunications system in which the 
MN makes the decision of handover from one access point to another. This 
embodiment will be described in greater detail in connection with Figure 4. 
[0043] Figure 3 illustrates selection of a foreign agent FA and registration 
with the home agent HA by means of the selected foreign agent FA. Foreign 
agents FA, FA2 collect 301, 302 (Collection of Attributes) information on their 
attributes. The FA and FA2 broadcast or multicast 303, 304 (Attribute informa- 
tion) the information preferably in advertising messages to mobile nodes MN 
which lack mobility binding. The mobile node MN monitors the messages 
transmitted on the link layer and receives information 303, 304 from different 
foreign agents FA, FA2. 

[0044] The MN compares 305 (Comparison of agent attributes) the attrib- 
utes of different foreign agents. The processing means PMMN of the MN 
comprise a QoS management entity, which compares different foreign agents 
on the basis of the attribute information received from them and the connec- 
tion needed by the node. The QoS management entity is connected to the 



connection management entity of the application layer (e.g. H.323 or SIP 
protocol entity), in which case information is obtained on the connection qual- 
ity, i.e. what kind of data the MN needs to communicate (real-time vs. non- 
real-time). 

5 [0045] The mobile node MN selects 306 (Selection of Agent) the foreign 
agent FA that according to its attributes can best take care of data transmis- 
sion of the mobile node. The agent can be selected e.g. on the basis of the 
port number according to the application used: in time-critical applications, 
such as the VoIP application, the delay may be the determining criterion, 
10 whereas in a data transmission application the transmission capacity and/or 
the load may be the determining criterion. 

[0046] After the mobile node MN has selected the foreign agent FA to be 
used and knows the COA of the FA, it sends 307 a registration request to the 
IP address of the selected foreign agent FA. The registration request 307 

15 comprises the home address of the mobile node MN, the address of the home 
agent HA and the care-of address obtained from the FA's advertising mes- 
sage. If the request is acceptable, the foreign agent FA updates the visitor list 
it maintains on the basis of the registration request sent by the mobile node 
MN. Then the FA forwards 308 the registration request to the home agent HA. 

20 [0047] When the home agent HA receives the registration request, it proc- 
esses the request and possibly accepts it. If the registration request is accept- 
able, the HA updates the COA list it maintains by adding mobility binding and 
its lifetime to the mobile node MN, i.e. associates the received care-of address 
with the home address of the mobile node MN. The HA preferably updates 

25 association configuration of the link layer, such as ARP configuration (Address 
Resolution Protocol), and tunnelling configuration, and uses them for inter- 
cepting and tunnelling the packets addressed to the mobile node MN. For ex- 
ample, proxy-ARP and gratuitous ARP techniques can be used. 
[0048] If the registration request (308) is acceptable, the HA sends 309 a 

30 registration reply to the foreign agent FA. The foreign agent FA updates the 
visitor list it maintains and forwards 310 the registration reply to the mobile 
node MN. The registration reply contains codes necessary for informing the 
node MN of the status of the registration request and information on the regis- 
tration lifetime granted by the home agent, which may be shorter than the 

35 registration lifetime that was originally requested. 



[0049] After registration, the home agent HA can intercept the packets ad- 
dressed to the mobile node MN and tunnel them 31 1 (Interception and tunnel- 
ling of packets), i.e. encapsulate the packets using an encapsulating algorithm 
in accordance with the care-of address and transmit them to the foreign agent 
5 FA. On receiving an encapsulated packet the foreign agent FA decapsulates it 
and finds out the original destination address. The packet is transmitted to the 
mobile node MN on the basis of the original destination address. Packets that 
have been directly tunnelled to the mobile node are decapsulated by the MN 
itself. The HA tunnels packets addressed to the mobile node MN until dereg- 

10 istration is performed. 

[0050] Three authentication extensions are defined for the mobile IP pro- 
tocol: a mobile node-home agent (mobile-home) authentication extension 
(compulsory), a mobile node-foreign agent (mobile-foreign) extension and a 
foreign agent-home agent (foreign-home) extension. These extensions can be 

15 used for encrypting data transmission between the visited network VN and the 
mobile node MN in the case of a wireless connection, in particular. 
[0051] Figure 4 illustrates an example of a WLAN system based on the 
IEEE standard 802.11. The mobile node MN comprises a terminal TE (typi- 
cally a laptop) and a WLAN adapter MT. The WLAN network NW comprises 

20 several WLAN access points AP1-4, which offer a wireless connection to sev- 
eral mobile nodes MN. The IEEE standard 802.11 defines the protocols of 
both the physical layer and the link layer (MAC) for data transmission over the 
radio interface. Infrared or two spread spectrum techniques (Direct Sequence 
Spread Spectrum DSSS, Frequency Hopped Spread Spectrum FHSS) can be 

25 used for data transmission. Both spread spectrum techniques employ a 2.4 
gigahertz band. According to the IEEE standard 802.11, the CSMA/CA (Car- 
rier Sense Multiple Access with Collision Avoidance) technique is employed 
on the MAC layer. 

[0052] The mobile WLAN nodes MN may form an ad hoc network simply 
30 by establishing a connection to another mobile node. Infrastructure networks 
are formed by establishing connections between the access points AP1-4 and 
the mobile nodes MN. The access points AP1-4 provide network access for 
the mobile nodes MN and thus form an extended service set (ESS). The ac- 
cess points AP1-4 control at least allocation of transmission times and recep- 
35 tion, buffering and transmission of data between the mobile node MN and the 
network NW. The access points AP1-4 may form sub-networks SN. The logi- 



cal WLAN network NW may also comprise one or more sub-networks SN. 
Furthermore, the WLAN network may offer access to other networks ON, such 
as the Internet, via a gateway. In the IEEE 802.11 system the device that of- 
fers the connection is typically called a portal PT. A portal PT is a logical entity 
5 which defines an integration point between an IEEE 802.11 specific network 
NW and another network ON. The WLAN network NW typically also com- 
prises other servers, such as a DHCP server (Dynamic Host Configuration 
Protocol), which allocates IP addresses in the network NW. 
[0053] In prior art WLAN solutions of the IEEE 802.1 1 the mobile node MN 
10 decides independently on handover on the basis of radio measurements. The 
WLAN network NW, however, has more information on the status of the net- 
work and different access points AP1-4. 

[0054] The mobile IP functionality of the invention can also be imple- 
mented in the WLAN system shown in Figure 4. The mobility agents (home 

15 agents HA and/or foreign agents FA) can be implemented in separate network 
elements which comprise the agent functionality or in the elements of the 
WLAN network NW, in which case the mobile agents can transmit information 
on the attributes of the network elements of the WLAN system to the mobile 
node MN. The access point AP1-4 may include a mobility agent or it can be 

20 bound with a mobility agent included in the network NW, in which case infor- 
mation on the attributes of the access point AP1-4 can be transmitted to the 
mobile node MN. The mobile node MN can employ this information on the 
network element attributes particularly when selecting the access point AP1-4. 
[0055] Figure 5 illustrates a preferred embodiment of the invention in 

25 which information on the attributes of the access points AP1 , AP2 is transmit- 
ted from the access points AP1, AP2 which are provided with the mobility 
agent functionality FA, HA to the mobile node MN. The access points AP1, 
AP2 collect 501, 502 {Collection of AP attributes) information on their attrib- 
utes. The access point attributes to be collected and transmitted may include 

30 e.g. the following information: 

[0056] loads of different access points (based e.g. on the number of users) 
[0057] information on the least loaded access points 

[0058] information on the recommended access point 

[0059] other quality of service parameters of the access points (e.g. de- 

35 lay). 



[0060] The information is transmitted 503, 504 {AP attributes) from the ac- 
cess points AP1, AP2 to the mobile node preferably in advertising messages 
of the mobility agents. Since the network is a WLAN network, the advertising 
messages are broadcast in the coverage area of the access point AP1, AP2. 
5 By means of the link layer connection the MN can receive attribute information 
from several access points AP1, AP2. The mobile node MN also performs 505 
(Radio Channel Measurements) measurements on the radio channels of dif- 
ferent access points AP1, AP2, such as signal level measurements. 
[0061] The processing means PMMN of the MN may comprise a QoS 

10 management entity of the MAC layer which compares different access points. 
The QoS management entity may compare 506 (Comparison of APs) of the 
access point AP attributes received from the mobility agents of different ac- 
cess points AP1, AP2 and take the radio channel measurements 505 into ac- 
count, too. The MN (QoS management entity) selects 507 (Selection of AP) as 

15 the serving access point the one that on the basis of the radio channel meas- 
urements and the information provided by the agents can best offer a data 
transmission connection to the mobile node MN. The QoS management entity 
can be arranged to emphasize various attributes differently, depending on the 
connection needed (according to the application used). The MN can, for ex- 

20 ample, disregard access points whose signal levels are below a predeter- 
mined limit and choose the least loaded access point from among the re- 
maining points. 

[0062] After the MN has selected access point AP2, for example, it can 
establish 508 (Connection Establishment) a connection to the AP2, in which 

25 case handover can be performed in a manner known per se. If access point 
AP2 already offers a data transmission connection to the MN, the connection 
is retained. If the mobility agent HA, FA is a separate network element, sev- 
eral access points AP1-4 may be attached to it, in which case the mobility 
agent may, unlike in Figure 4, collect attribute information on several access 

30 points and transmit it in one message. The MN cannot use the attribute infor- 
mation until after a certain period from the reception, e.g. when the signal of 
the serving access point is sufficiently poor. If the access point is changed, the 
MN may also have to select a new foreign agent. 

[0063] This solution clearly improves the capacity of wireless IP networks. 
35 In addition to radio channel measurements, the mobile node has important 
network information available for the selection of the access point. In particu- 



lar, if the attribute information is transmitted in advertising messages of the 
mobile IP, the use of radio interface resources will hardly increase at all. 
[0064] As stated above, according to a preferred embodiment, information 
on the network element attributes is transmitted in advertising messages of 
5 the mobility agents. The mobility agents HA, FA typically advertise their exis- 
tence by sending advertising messages periodically to the sub-networks con- 
nected to them. The advertising messages are router advertisements of the 
ICMP protocol (Internet Control Message Protocol) to which a mobility agent 
specific extension (Mobility Agent Advertisement Extension) has been added. 

10 The foreign agents FA transmit one or more (8 at most) care of addresses in 
the advertising messages. The home agents HA do not need to offer care-of 
addresses but they must transmit advertising messages so that the MN no- 
tices when it has returned its home network HN. Thus the advertising mes- 
sages transmitted by the home agents HA do not include care-of addresses. 

15 The IP address of the advertising messages transmitted by the mobility agents 
HA, FA is typically a multicast address 'all systems on this link' (224.0.0.1) or 
a 'limited broadcast' address (255.255.255.255). 

[0065] The mobile node MN can also transmit an ICMP router solicitation 
on its sub-network to obtain advertising messages from the foreign agents FA. 

20 On the basis of the advertising messages transmitted by the agents the mobile 
node MN finds out whether it is in the home network HN or in a visited network 
VN. When the mobile node MN notices that it is in its home network HN, it 
functions according to the prior art without mobile IP functionalities. If the mo- 
bile node MN moves to its home network HN when it is registered with another 

25 network VN, the MN can delete its registration with the home agent HA. Ac- 
cording to a preferred embodiment of the invention, the MN can also in this 
case receive advertising messages and utilize the attribute information on 
network elements included in them. 

[0066] Figure 6 illustrates the mobility agent specific extension of an ad- 
30 vertising message according to an embodiment which comprises attribute in- 
formation on network elements (e.g. attributes of the mobility agents and/or 
other network elements). The extension shown in Figure 6 is preceded by a 
router advertising element according to the prior art ICMP protocol, which 
does not need to be described in greater detail here. The message type indi- 
35 cates the type of the ICMP router advertising extension. The type of the mo- 
bility agent specific extension is 3. There may be other router advertising ex- 



tensions before or after the advertising message shown in Figure 6. The 
length field indicates the length of the agent-specific extension, which de- 
pends on the number of the care-of addresses and on the amount of system 
information. A sequence number indicates the number of the extension. The 
5 mobility agent typically increases the sequence number after each successful 
advertisement. The MN may also utilize the sequence number if the mobility 
agent crashes. The registration lifetime defines the maximum lifetime that the 
mobility agent is prepared to accept in the registration request. The flags (R, 
B, H, F, M, G and V) describe certain attributes of the agent: the setting of flag 

10 R defines that registration is required through this agent. The setting of flag B 
defines that the foreign agent is busy, H: the agent is a home agent, F: the 
agent is a foreign agent. M, G and V describe what kind of encapsulation can 
be used (M = minimal encapsulation, G = GRE encapsulation, V = van Jacob- 
sen header compression). The setting of flag T defines that the foreign agent 

15 supports reverse tunnelling. The 'reserved 5 field (Re) is reserved for later use. 
[0067] The reserved field is followed by a field for the care-of addresses, 
the number of which may be zero or more. This is followed by a field reserved 
for the above-mentioned attribute information on the network elements of the 
system. The length of the field may vary depending on the amount of informa- 

20 tion. If desired, the attribute information of the foreign agents FA may be sepa- 
rated from the attributes of the other network elements and provided in a 
separate field. 

[0068] According to a preferred embodiment, the mobile node MN can also 
receive and process advertising messages including the network element at- 
25 tributes when it is already registered with the home agent HA included in the 
care-of address of a foreign agent FA. This is particularly useful when infor- 
mation other than that on mobility agents is transmitted from the mobility 
agents FA, HA. 

[0069] The functionality described above is applicable as such in systems 
30 according to the IPv4 protocol (IP version 4). Transmission of information on 
the network element attributes can also be applied in devices supporting the 
IPv6 protocol, which allows utilization of the mobile IPv6. The same basic 
principle applies to the mobile IPv6, i.e. the home agent HA transmits packets 
to the current care-of address of the mobile node MN. Entities similar to for- 
35 eign agents FA are not needed in the mobile IPv6, but the mobile nodes MN 
obtain their care-of addresses themselves e.g. by means of address autocon- 
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figuration. As regards a more detailed description of the prior art mobile IPv6, 
reference is made to the Internet draft issued by the IETF on 27 April 2000 
Mobility Support in IPv6. It should be noted that the standardisation of the mo- 
bile IPv6 is still incomplete. 

[0070] According to a preferred embodiment of the invention, home agents 
(HA) or routers which support the IPv6 protocol can also transmit information 
on the attributes of different network elements which an MN supporting the 
IPv6 protocol can utilize. An IPv6 router may transmit router advertising mes- 
sages which include attribute information on different network elements. The 
router may also be provided with the same inventive functionality as the mo- 
bility agents (FA, HA) described above. As illustrated in Figure 2a, the router 
R may comprise means (PMA, CMA, MEA) for collecting information on the 
attributes of one or more network elements (router R or access point AP) of a 
telecommunications system and means (CMA) for transmitting the information 
in advertising messages to at least one mobile node MN. The mobile node MN 
may correspondingly (Figure 2b) comprise receiving means (CMMN) for re- 
ceiving attribute information on one or more network elements from one or 
more routers R, and processing means (PMMN) for selecting the router R or 
the access point on the basis of the above-mentioned information. 
[0071] The attribute information transmitted by the routers R can thus be 
utilized in the selection of the router or the access point AP to be used in the 
mobile node (Figures 4 and 5). This means that the router to be used can be 
selected optimally. If the system supports the mobile IPv6, it is possible to 
provide mobility binding via the selected router R by means of the home agent 
HA. The router R can also collect and transmit the information on the access 
point attributes shown in Figure 5 to the mobile node. Information on the 
router attributes may be similar to the information on the attributes of the for- 
eign agents FA, i.e. static and current dynamic attributes of the router (e.g. 
transmission capacity, load). The advertising messages that are sent by the 
router R and comprise attribute information may be ICMP router advertise- 
ments to which the attribute information has been added. The advertising 
messages can also be used in a corresponding manner for transmitting attrib- 
ute information in routers that support the IPv4 protocol. 
[0072] It is obvious to a person skilled in the art that as technology ad- 
vances, the inventive concept can be implemented in various ways. The in- 
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vention and its embodiments are thus not limited to the examples described 
above, but may vary within the scope of the claims. 



